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ABSTRACT

Sharing and exchanging data over networks is often insecure, especially if the
data is secret and important. Steganography is key research fields in information
hiding, focusing on invisible communication and digital steganography, which
offers private, secure communication through multimedia carriers. In this paper,
propose a new steganography approach for hiding data in digital images using
Pelican Optimization Algorithm (POA) and Least Significant Bit (LSB). The
digital image was first divided into (4*4) blocks, then determined the best blocks
for data hiding using POA, after that used LSB for data hiding. The results (MSE
and PSNR are 0.7838 and 49.1743 respectively) are good when compared with
related works and show good image quality.
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INTRODUCTION

In the contemporary world, communication is
essential. Information is sent over many data
channels during communication. There could be
major security issues with this method. This has
led to a greater focus on finding methods to
safeguarld sensitive data while it is being
transmitted. A number of techniques have been
put forth encrypt and decrypt data,
guaranteeing message secrecy . Cryptography is
a technique used to assure communication

to

secrecy. But sometimes it is not enough to keep
the contents of message secret, which is why
cipher text is used. Although cipher text is easily
detected, it alerts others when communication
channels are being watched @,

Thus, over the past 20 years, lot of research has
been done on the delivery of secret messages
through the exchange of plaintext. Message
secrecy must be maintained, and steganography
makes this possible ®. Whereas cryptography is
encrypting data with a key and transmitting it via
a particular channel, steganography includes
hiding data such that it doesn't appear to be
hidden. A user or process is able to watch the
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communication process, but without the key, they
are unable to take the pertinent data. When secret
information is transmitted using steganography,
neither the person nor the process is aware of it.
Consequently, no effort is taken to obtain
information @,

This paper uses a new method based on Pelican
Optimization Algorithm (POA) and Least
Significant Bit (LSB) to hide data in host images.
this scheme has optimized the result to get a
tradeoff between robustness and imperceptibility.
The organization of this paper is as follows: the
paper the
Algorithm in section 2 and the Least Significant
Bit in section 3. The related work is explained in
section 4. The proposed data hiding method is

explains Pelican  Optimization

explained in section 5. Performance evaluation
metrics used to evaluate the proposed method
explained in section 6, then the results and
discussion are explained in Section 7. Finally, the
conclusion is shown in section 8.

PELICAN OPTIMIZATION ALGORITHM (POA)
The Pelican Optimization Algorithm (POA) is a
nature-inspired Swarm intelligence technique as
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show in figure (1), the pelican, a large bird with a
strong mouth and wide neck pouch, prefers social
interaction and group living. They hunt by diving
from 10-20 meters, reaching shallow waters, and
extending their wings to remove excess water.
They swallow the fish to remove excess water®.
The pelican optimization mathematical model
based on two parts: the first part is initialization
of the population: in every pelican in the
population represents a potential fix for the
optimization issue ©. They start out in the search
space at random locations within predetermined
ranges. The second part is the objective function:
each candidate solution's values for the objective
function are assessed to see how well it addresses
the given problem. In POA, the hunting process
is divided into two primary stages: exploration
and exploitation®),

e Exploration Stage: Pelicans move toward
randomly selected prey spots in order to explore
the search space. The algorithm's capacity to
search the space for viable solutions is improved
during this phase®.

o Exploitation Stage: Pelicans hone their
search by concentrating on nearby neighborhoods
close to where they are now, hoping to get better
answers by taking use of the surrounding areas®.
Up until it finds the optimal solution, the
algorithm switches back and forth between these
stages, adjusting the population and objective
values®.

LEAST SIGNIFICANT BIT (LSB)

In steganography, the Least Significant Bit (LSB)
approach is a popular way to conceal data inside
an image. This method has three key points
(Minimal Visual Distortion, Capacity and
security). Modifying a pixel's least important bit
won't drastically alter the image's appearance
overall, which makes it perfect for covertly
storing data 9. The size and resolution of the
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image determine how much data may be buried.
More info can be hidden in larger, more pixelated
images. Because the hidden data is directly
embedded in the pixel values of the image, the
LSB approach, while easy to use and efficient for
concealing small quantities of data, may be
susceptible to discovery and extraction by image
analysis or compression @V,

Basic steganography this  technique
frequently, especially when the intention is to
covertly conceal data in digital material @2,

uses

A set of binary integers (such as RGB values for
color images, where each color component is
typically 8 bits) corresponds to each pixel in
digital images. The lowest bit in the binary
encoding of a pixel value are the least significant
bits, and changing it little affects how the image
looks (9,
e Binary Pixel Representation for Data and
Image: An image's pixels are usually represented
by 8 bits each (for example, 255 in decimal is
11111111 in binary). The three color channels
(Red, Green, and Blue) in image are each
represented by eight bits. As an illustration:
Colors: Red: 11001011,
10111010, Blue: 11101101(10).
o Data Embedding: the least significant bit of a

Green:

pixel's color value is replaced with a bit of the
secret data (0 or 1) using the LSB technique to
conceal data. For instance, you can take the bits
of the binary value 01000001 (the ASCII value
65) and embed them in the LSBs of the image's
pixels if you wish to conceal the letter "A" from

view (12,
Red 203 11001011
Green 186 10111010
Blue 237 11101101

Following the insertion of a single bit of secret
data (such as a 1 for "A"):

Red stays the same 11001011
[Green bitsetto 1 10111011]
Blue Dbitsetto Oinsteadof1 11101100
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The LSB adds very little to the color value,
therefore even when certain bits are altered, the
total difference in the
undetectable. For example, the human eye does
not detect a pixel change from 237 to 236 2.

visual image is

e Extraction Process: The LSBs of the pixels
are recovered in the same order as they were
inserted in order to recover the concealed data.
The concealed data is then pieced back together
using these retrieved parts.

RELATED WORK

In this paper ®® suggested a unique chaos-
theoretic approach for image steganography.
Three chaotic sequences are produced using the
suggested approach using unique 3D chaotic map
(LCA map) with maximum Lyapunov exponent
of 20.58. In this paper “* presents a method of
LSB-based image steganography with a secret
map focus. This technique encrypts concealed
data with sequentially or randomly inserted secret
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keys. Before being hidden in a cover image, the
hidden data is dispersed at random, and the pixels
of the cover of the cover image are chosen at
random using the secret map as a guide. This
improves the LSB-based image steganography's
concealed information security. In particular, by
altering RGB images' least significant bit, this
paper®® improve image data
augmentation by producing new versions of
preexisting images through cropping and flipping
methods that retain the original
information while producing variations for
improved machine learning models. The data
hiding technique for DICOM medical images
presented in this paper “® uses adversarial neural
cryptography with SHA-256 for anonymity and
secrecy. Using variety of medical datasets, a
secure hash algorithm with 256 bits (SHA-256) is
utilized to verify the legitimacy and integrity of
the images.

aims i

image's
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Fig. 1: Flowchart of the Pelican Optimization Diagram

THE PROPOSED METHOD

The "Hiding Process" method makes it easier to
integrate the data into a host image. Finding the
ideal positions to hide the data into the host image
is done using the Pelican Optimization Algorithm
(POA). The POA Algorithm was developed by
analyzing pelican behavior and hunting strategy,
drawing inspiration from the cognitive process of

these birds. The proposed image at each
recognized point is calculated by combining the
host image and the data using Least Significant
Bit (LSB) at last bit. The final image is produced
by using this hiding technique iteratively to each
of the chosen positions. A modified image with

the hided data is explained in figure (2).
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Fig. 2: Flowchart of the Proposed Data Hiding Method.

For the hidden data into the image was using
Algorithm (1).
Algorithm (1): The Proposed Hiding Data
Algorithm
Input: Image, Data
Output: Image with Hiding Data
Start
Stepl: Read image (256x256) and convert it to
RGB
Step2: Read data and convert it into binary form
Step3: Divided image into (4*4) blocks
Step4: Determine the POA population size (N)
and the number of iterations (T).
Step5: Initialization of the position of pelicans
and calculate the objective function using Eq.1
Xij= lj + rand (uj — lj),i =12,...N,j
=12,...M .....(Eq.1)
#Where:
#X; ; is the value of the variable(j") specified by
the candidate solution (i)
#N: number of population and M: problem
variables
#Rand: random number in interval [0, 1],
#l; and u; : are lower and upper bound of

problem variables.
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Step6: Fort=1.T

Step7: Generate the position of the prey at
random.
Step8:
Step9:

For 1 =1:N
Stage 1: Exploration
Forj=1:m
Step10: Calculate new status of the jth dimension
using Eq.2

pl
Xij

{XU +rand (p; —1.X;;), F, <F;
X;;+rand (X;; — pj),
End.
#Where:

# X7 new status of the pelican (i ) in

else

the j™ dimension based on stagel,

# 1 : random number (one or two),

#p;: is prey location, and F,: value of
objective function
Step11: Update the i population member using
Eq.3

pl pl ,
Xi={Xi B O<FE 3)
Xi, else
Step12: Stage 2: Exploitation

Forj=1.m.
Step13: Calculate new status of the jth dimension
using Eq.4

p2 t
Xi; =Xij+R(1- T .(2.rand

-D.Xij (4
End.
Step14: Update the i population member using
Eq.5
X = {X‘PZ'
Xi,
End.
Step15: Update best candidate solution.
End.
Step16: Output best blocks for data hiding

Stepl7: For each block:

FP? <F
else
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Stepl8:  Hiding the data using LSB in tow last
bits of the RGB values of the pixle.
Step19: Reconstruct Image
End
For the hidden data extraction from the image was
using Algorithm (2).
Algorithm (2): The Proposed Data Extraction
Algorithm
Input: Image that has the hidden data
Output: The hidden data
Start
Step 1: Read the Image (256x%256) with hiding
Data and convert it to RGB.
Step 2: Split the image into blocks (4x4).
Step 3: Define the population size (N) and the
number of iterations (T) of POA.
Step 4: Initialize positions of the pelican and
calculate the objective function using Eq.1.
Step 5: Fort=1.T
Step 6: Generate at random the prey position.
Step 7: Fori=1:N
Step 8: Stage 1: Exploration
Forj=1:M,

calculate the new status of the j™
dimension using Eq.2.

Update the ith population member
using Eq.3.
Step 9: Stage 2: Exploitation

Forj=1:M,
calculate the new status of the j™
dimension using Eq.4.
Update the i population member

using Eq.5.
Step 10: Update the best candidate solution.
Step 11: Detect the blocks that has the hiding
data.
Step 12: For each block:

Extract the LSBs from the two least
significant bits of the RGB values of each pixel.

Convert extracted bits into binary
form.
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Step 13: Rebuild the hidden data from binary
form.

Step 14: The extracted data is the output

End

The hidden data should be strong against attacks
and undetectable to preserve the image's visual
quality. Lastly, the performance of the proposed
method was evaluated using PSNR and MSE.
PERFORMANCE EVALUATION METRICS

The computation of the various metrics are used
to assess the effectiveness of the suggested data
hiding method @"-*®_ Those metrics are the Mean
Square Error (MSE) and the Peak-Signal-to-
Noise Ratio (PSNR) are used to calculate the
similarity between the modified image with
hiding data and original image in order to
illustrate the visual quality of the modified
image®® 29,

Mean Square Error (MSE)

The host and the image with hiding data are
denoted by (a, b) and G ' (a, b) respectively ,and
the size of the image is represented as (k1x k2) in
Equation 6. Small MSE values means acceptable
degradation (829,

MSE=Y% % ((a,b)—G'(a, b)) k2 b=1kl a=12
k1xk2....(6)

Peak-Signal-to-Noise Ratio (PSNR)

When it comes to data hiding, the image's quality
needs to be quite good. The hiding data in the host
should be perceptually invisible. In a
reconstructed image, a PSNR (7) of at least 30 dB
is generally regarded as adequate. Acceptable
values, however, vary depending on the needs of
the application (%22,

PSNR =10 log10 2552 MSE .....(7)
RESULTS AND DISCUSSION

Several images (Lena, Peppers, and Baboon) are
employed, that are popular
processing. these are all 256x256 in size.
Additionally, with

in the image

comparisons similar
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algorithms from the literature are made. The first
column (A,B,C) in Figure (3) displays the original
image of Lena, peppers, and the baboon

Host Image
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respectively, the second column

represents the image with hiding data.

(A,B,C)

Stego Image

Fig. 3: The Host Images and Stego Images.

Table (1) shows the performance evaluation
values when applied the proposed algorithm on
some test images, while Table (2) shows the

comparison with other methods.
Table 1. Performance Evaluation of Proposed Method
MSE PSNR
0.7838 | 49.1743
0.8038 | 49.0592
0.7931 | 49.1302

Image

Lena

peppers
baboon

Table 2. Performance Evaluation comparison with other

methods.
References Image Size | MSE PSNR
Proposed algorithm | 256 x 256 | 0.7838 | 49.1743
[14] 256 x 256 | 8.6632 | 38.7540
[15] 256 x 256 | 1.6845 | 45.8661

90

The MSE is used to assess how resilient image is
to various attacks. MSE contrasts between the
original image and the stego image. low MSE
values means that the suggested approach was
resistant to attacks. The quality of the stego image
after reconstructed it was compared with host
image using the PSNR. The recommended
method is effective when its value is high. In this
section discussed the results of the proposed
method with other related works as show in Table
(2). The proposed method is a reliable for
protecting image because it exhibits great
capabilities.
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CONCLUSION

Proposes an image steganography method in this
paper by combining both Pelican Optimization
Algorithm (POA) and Least Significant Bit
(LSB). Peak-Signal-to-Noise Ratio (PSNR) and
Mean Square Error (MSE) were used to evaluate
the performance of the suggested method. The
suggested approach showed good results when
compared with related works. Apply the proposed
method to video and audio, and use different
swarm algorithm as future work.
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