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Abstract  
The color images are used widely as a cover in hiding of the information. Since the variety of applications of the 

color image there are several color models of color image. Most color models consist of three layers.  The nature 

of the color mode of the cover plays a main role in determining the robustness and security of hiding algorithm. 

The objective of this paper tests the layers, components, of the color models of cover color images, to figure out 

which color layer of each color model is best (less affected) to use as a cover to hide information within each 

color model in the hiding process. The experiments concentrate on the hiding texts in two positions of each 

layer, 7
th

 bits and 8
th

 bits (LSB).  Mean Square Error (MSE) and Peak Signal to Noise Ratio (PSNR) were used 

to measure the affected of hidden text in layers.  The tests were done on nine colors models: RGB, HSV, HIS, 

HSL, HSB, YCbCr, La*b*, LUV and CMYK. 

The results show that some of color models have best layer to hide text such as YCbCr, HSI, CMYK, HSL and 

LUV . In other color models which have been tested, there is not a distinctive layer. The layer H is the worst 

because any hiding leaves a clear impact on the cover image. 
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1. Introduction 
Digital steganography can be defined as the art of 

hiding data in a cover medium [1]. The cover maybe 

image, text, or sound. The cover is used to hide 

information inside it in a way that prevent any third 

party to even detect that there is a second information 

present[2]. The transfer of secret information within 

the cover must be done using Imperceptibility, 

Security, Capacity and Robustness method [3]. 

Images become the most frequently used as a cover in 

the field of steganography since they have large 

capacity to hide secret information within it, and 

possibility of random access to any pixel within the 

image.  In addition to, transmission images are 

possible over the internet without harmlessness and 

attraction, and the difficulty for the naked eye to 

distinguish manipulation within cover image during 

embedding process [4].      

The nature of the cover color mode plays a main role 

in determining the robustness and security of 

algorithm. Most of the researchers concentrate on the 

steganography algorithms that depend on using 

specific color models to get robustness, detectability 

and capacity of hiding data system. They don’t give a 

special attention about the layers of the color model.  

This paper produces tests on the layers of images 

colors models to figure out which color layer of each 

color model is best (less affected) which can be used 

as a cover to hide information within each color 

model in the hiding process. 

2. Related work 
Many studies of steganography methods have been 

conducted that compared between the colors models 

which are concerned with effectiveness in 

Information Hiding. Those methods dealt with each 

color model as an independent unit (one block), 

without taking in the account the layers of each color 

model [5] [6] [7]. [8] [3]. There is no publication 

concerned with the efficiency of each layer within the 

color models independently.   

3.  Image steganography 
The image steganography is an array of M*N matrix. 

Each pixel has a numerical value that represents the 

color and light intensity of the pixel [9]. In the last 

decades, many steganography methods are proposed 

that use color images to hide information within 

them, which aims to certify high security, capacity, 

and robustness [10].      

Many metrics are used to measure the hidden 

efficiency within the cover images. The most 

common measures are: Mean square error (MSE) and 

peak signal-to-noise ratio (PSNR).  

4. Color Models  
Color models, sometimes called color spaces or color 

systems, are the ways of representing colors sets 

mathematically. The main aim of the color spaces is 

to represent all colors in a standard way. Different 

color modes are needed for better different 

applications. A color is thus usually specified using 

three layers. These layers describe the position of the 

color within the color model being used.  

The most common color models are RGB (Red, 

Green, Blue), CMYK (Cyan, Magenta, Yellow and 

Black), YCbCr (Luminance Component, Chroma 

Blue difference, Chroma Red difference), HSB (Hue, 

Saturation, Brightness), and HSI (Hue, Saturation and 

Intensity) which is derived from RGB color space 

that represents colors the way the human eyes 

perceive and interpret colors. [11][5]. 

There are equations that convert each color model to 

another model.   

5. Transformation among color models 
 To convert the RGB color model to other color 

models, there are several formulas that is used. 

Following is some transformation formulas.[12][5]  

5.1. Transform RGB to HSI  
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𝑆 = 1 −
𝑀3

𝑅 + 𝐺 + 𝐵
[min(𝑅, 𝐺, 𝐵)]          

5.2 Transform RBG to YCbCr 

 
5.3 Transform RBG to CMYK 

B = min (1 – R, 1 – G, 1 – B) 

C = (1 – R – B)/(1 – B)                                             

M = (1 – G – B)/(1 – B) 

Y = (1 – B – B)/(1 – B) = 1 – 1/B 

5.4 Transform RBG to La*b* 

 

When, are the tristimulus values 

of the reference white point you specify using the 

White point parameter: 

 

5.5 Transform RBG to HSV 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5.6 Transform RBG to HSB 

 

 
      S (saturation) = 0, if R = G = B, otherwise 255 * 

(M - m) / (M + m), if L < 128, otherwise 255 * (M - 

m) / (511 - (M + m)). 

 B (Brightness) = (M + m) / 2, where M is max(R, G, 

B) and m is min(R, G, B). 

5.7 Transform RBG to HSL 

 

 

 
6 The proposed work 
This paper is characterized by focusing on the 

analysis the layers of each color mode and study the 

effectiveness of hiding text in each layer (the 

efficiency of using each layer as a cover to hide text 

within it). 

Also, this paper gives a comparative study of using 

different image colors models that is used as a cover 

in steganography. The image sizes were 400x400, 

700x700, and 1200x1200. Different lengths of texts 

were hidden in the color images with different models 

such as 26, 30, 100, 150, and 200. The position of 

hiding text was in 8
th

 bit or 7
th

 bit, one of them in 

each test.  The aim is determining which is the best 

image color mode used as a cover, beside try to 

determining which the best layer in each color model 

that used to hide information. A steganography 

algorithm designed and implemented using each color 

model to test the best color model and the best layer 

in each color model. The hiding process involves 

breaking down the cover color image into color 

model layers, each layer represent one color. 

The general algorithm that was used is shown in 

figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

   Y             16         65.481   128.535   24.966    R 

   Cb    =    128   +  -37.797   -74.203    112              G              

   Cr       128        112       - 93.786   -18.214         B 
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Input: Color image, secret text. 

Output: statistical result about each color mode layer.  

 

1) Read the secret text. 

2) Read color cover image, RGB color model. 

3) Select the color model 

4) Select the position of hidden text in the layer, either 8
th

 bit or 7
th

 bit. 

5) Convert the color image from RGB model to selected color model 

6) Breaking down the cover image into color space layers, each layer represents one color. 

7) Chose the layer, one layer at each time, as a cover 

8) Hide the secret text in the selected bit of the selected layer. 

9) Analysis the layer data of the color model that is used as a cover. 

10) print the results 

Figure 1: The general algorithm that was used 

 

7 Implementation and analysis 
The proposed algorithm is implemented using nine 

different colors models. Different secret texts were 

hidden in different images with different sizes.  To 

ensure the objective of comparison between those 

models, the same conditions for all models were used. 

Similar circumstances are used in models 

comparisons; the same image, the same hidden text, 

and the same position of hidden text. The study was 

performed using two cases for the position of hidden 

text independently in each layer: the least significant 

bit (LSB), the 8
th

 bit, and its neighbor, 7
th

 bit. To 

verify the result, two metrics were used, MSR and 

PSNR, to measure the effective of the hidden text in 

the cover image.  

The implementation is done in two steps with two 

directions. The first step was hidden in 8
th

 bit of 

layers and performed the tests. The second step was 

hidden in 7
th

 bit of each layer and then performed the 

tests.  

In the first direction; hide the text in all layers of 

color model equally. In the second direction hide the 

text in each layer of color model independently with 

the other layers. 

  At first, the text is hidden in the color image in each 

color model, taking in the account that the text is 

hidden in all layers equally.   

7.1 Hiding in 8
th

 bits 

The hiding is done in two aspects. First, the texts are 

hiding in all layer equally. Second, the texts are 

hiding in one layer each time. 

7.1.1 Hiding in all layers 

The tests results of hidden the same text in LSB of 

each color model are shown in the table 1. The 

hidden was in all layers equally. 

 

Table 1: A comparison between colors modes 

 
 

From table 1 and figure 2, the results show that the 

efficiency depend on the nature the cover image, its 

size and the hidden text size. 

Depending on the average values of MSE and PSNR, 

the color models can be categories in three levels. 

The color model is best if the MSE value of it is 

lowest and largest PSNR value. This means that the 

model is less affected by hiding text within it. The 

first (best) level includes LUV, YCbCr and HSV; 

0.104≤ MSE≤ 0.111 and 59.234≤ PSNR≤ 58.464. 

The second level is CMYK, HSB, HSI and RGB; 

0.116≤ MSE≤ 0.122 and 58.71≤ PSNR≤ 58.33. The 

third level includes the color model L*a*b which it 

was lowest efficiency, MSE=0.164 and 

PSNR=56.574. The obtaining results confirm the 

results that obtained in [5] [6] [7].  
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Figure 2: Compare between 6 color modes 

 

7.1.2 Hidden in each layer independently 

Analyzing the effective of hidden text in LSB at each 

layer independently to check which layer in each 

color model is the best are conducted.  Results are 

shown only for three texts lengths to reduce the size 

of tables. 

The summary of the results for the layers of the color 

modes: RGB, HSI, HSV, HSL2, YCbCr, CMYK, 

HSL, and LUV are shown in the tables 3- 10.  

 

Table 2: RGB color models 

 
 

Table 3: HSI color model 
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Table 4: La*b* color models 

 
  

Table 5: HSB color model 

 
 

Table 6: YCbCr color models 
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Table 7: HSV color mode 

 
 

Table 8: CYMK color model 

 
 

Table 9: HSL color models 
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Table 10: LUV color model 

 
 

The layer H ((Hue) in color models cannot used in 

hiding process since the hidden within it will change 

the color of image,  such as HSB, HSI, HSL, and 

HSV, as shown in figure 1. 

 

 
Fig. 2: hide text in Hue layer in the HSI color mode 

 

From the results in tables 2-10, layers of some color 

models are closely such as RGB, HSV, and HSB. For 

other models, the efficiency layers are varied for each 

color model as shown in Table 
 

Table 11: Best layers in each color models 

 
 

7.2 Hiding in 7
th

 bit 

The same previous experiments are performed using 

the 7
th

 bit in the cover image for hiding texts instead 

of using 8
th

 bits, LSB. The tables are shortcut to 

reduce the sizes of tables, so that they include only 

the averages of results. 

7.2.1 Hiding in all layers 

The texts are hidden in the 7
th

 bit of all color model 

layers equally at the same time. The results are shown 

in table12. The sort of color models from the best to 

worst is LUV, HSV, HIS, HSL, HSB, CMYK, RGB, 

L a*b*, and YCbCr. 

 

Table 12: Color models comparison 
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7.2.2 Hiding in each layer independently 

The texts are hiding in the 7
th

 bit of each layer 

independently from other layers in the color model.  

The results are shown in table 13. 

From table 13 results, The effect of hidden texts in 

each layers is almost equally matched in colors 

models RGB, HSI, HSB, HSV, HSL. But, there are a 

variation in the affected in the layers of the color 

models CMYK, LUV, and La*b*. In CMYK, the 

layers C and M are the best.  In La*b*, the layers L 

and a* are the best.  In LUV, the layers U and V are 

the best, the value of MSE is the smallest.   

Table 13: Tests mean results of 7
th 

bits in color modes 

 

a) RGB color mode layers 

 
b) HIS  color mode layers 

 
 

c) La*b* color mode layers 

 
 

d) HSB color mode layers 

 
 

e)  YCbCr color mode layers 

 
 

f)  HSV color mode layers 

 
 

g) CMYK color mode layers 
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h) HSL color mode layers 

 
 

i) LUV color mode layers 

 
 

Conclusion 
This paper produces a study 9 color models of color 

images that use as a cover for text hiding to know 

which the best is. It includes two aspects: 

comparative among color models and comparing 

between layers of each color model. For color 

models, the tests results show that some color models 

are closely. While the color model L*a*b which it 

was lowest efficiency. 

In some color models, there are layers less affected 

than other layers when hide a text within them. While 

there are no distinct layer from the rest in other color 

models. There are some mixed results when you use 

the 8
th

 bit, LSB, on the results instead of using the 7
th

 

bit. The layer H (Hue) has most affected of hidden 

text within it, the color of the image will change. 

Layers that least affected by the process of 

concealment are Cr in YCbCr, a* within La*b*, I 

within HSI, K within CMYK, L within HSL, and U 

and V within LUV colors models. 
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 للصور الملونة كغطاء في اخفاء النص ةاللوني تكفاءة طبقات المجالا

 2، ندى قاسم محمد 1، أحمد سعدي عبدالله 1قاسم محمد حسين

 والرياضيات ، جامعة تكريت ، تكريت ، العراققسم علوم الحاسوب ، كلية علوم الحاسوب  1
 ماليزيا ، الماليزية برليس جامعة 2

 الملخص
 النماذج اللونية  للصورة من ظهرت العديد  ونظرا لتطبيقات الصور الملونة ،. المعلومات في اخفاء كغطاء واسع نطاق على الملونة الصور تستخدم
 .الاخفاء خوارزمية وأمن قوة وتلعب طبيعة المجال اللوني للغطاء دور مهم في تحديد  . طبقات ثلاث من الألوان نماذج معظم تتكون. الملونة

 (تأثرا أقل) أفضل هو لوني نموذج كل في طبقة لونية  أي لمعرفة الغطاء مكونات )طبقات( مجالات الألوان لصور يهدف هذا البحث الى فحص
 من موقعين في المعلومات ركزت التجارب على اخفاء .الاختباء عملية في اللوني جالنموذ المعلومات ضمن لإخفاء بحيث يمكن ان تستخدم كغطاء

 إشارة والذروة( MSE) الخطأ مربع وبعد ذلك استخدم المقياسين متوسط .هما الموقع الثنائي الثامن )البت الاقل اهمية( والموقع السابع  طبقة، كل
 كل نموذج. وطبقات الألوان كل من نماذج كفاءة لقياس( PSNR) الضوضاء نسبة إلى

.    ,RGB, HSV, HIS, HSL2, HSB, YCbCr, LUV, HSL  La*b*,   CMYK   تم اجراء الاختبارات على النماذج اللونية التالية :
اوضحت النتائج بان بعض المجالات اللونية فيها طبقات اقل تأثرا من اخفاء النصوص ضمنها  . بينما في نماذج اخرى لاتوجد  طبقة متميزة 

 هي الاسوء لان اي اخفاء يترك تأثير واضح على الصورة الغطاء. Hبقدرتها على اخفاء المعلومات . وكانت الطبقة 
 


